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MODELING AND RE-ENGINEERING OF INFORMATION PROTECTION
PROCESSES BASED ON GRAPHIC THEORY AND IDEF METHODOLOGY

The main categories of information security threats for an enterprise and theories that can
form the basis of an information security system are considered in the work. Contextual and
functional diagrams of the processes for ensuring the information system of an enterprise in
notations IDEFO, IDEF3, DFD, as well as diagrams of individual subprocesses are constructed,
their decomposition according to the IDEF methodology is performed. It was revealed that the sub-
process “Elimination of threats” caused the most questions, and the feasibility of constructing a
mathematical model of the information protection system was substantiated. A formal description of
the information protection system as a model with full overlap is given, as well as its improved
version is given taking into account vulnerabilities and system barriers. It is proposed to use the
security value to evaluate the designed system. The main measures of reengineering the process of
developing an information security system are identified. A comparative analysis of the diagrams
for the AS-IS and TO-BE options has been performed. The diagram of the subprocess of developing
an information security system in the IDEFO notation is analyzed, taking into account the improved
mathematical model of an enterprise information security system. The expediency of applying the
principle of "reasonable sufficiency”, which allows you to maintain a balance between the cost of
protection and the resulting effect, is substantiated. The prospect of using a risk-oriented model to
eliminate the shortcomings of the security model with complete overlap in modeling the processes
of functioning of the information protection system is determined. It is concluded that it is necessary
to study the effectiveness of reengineering using a risk-based model, which will allow us to assess
the risks from the implementation of information security threats and make the best decision to
minimize risks and introduce new means of protecting the information security of the enterprise.

Keywords: information security system, threats to information security, process modeling,
reengineering, graph theory, a model with complete overlap, system vulnerability, risk-based
model, the principle of «reasonable sufficiency», IDEF methodology, IDEFO, IDEF3, DFD
notations
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MOJAEJIIOBAHHA I PEIHXKUHIPUHI' BIBHEC-ITPOLECIB MAT'ABUHY
KAHHEJAPCBKUX TOBAPIB HA OCHOBI METOAY EKCIIEPTHUX OIIIHOK TA
AJITOPUTMY BU3HAUYEHHS HAJIIMHOCTI IOCTAYAJIbHUKIB

Y pobomi pozensanymo ceemenmayiro puHKy KaHYeNspCbKUX moeapis, NpOAHANi308aAHO
nonum, OCHOBHI MeHOeHyii, nepcneKmueu po3eUmKy ma HaaeHi npobremu. Bcmanoéneno, ujo
OCHOBHUMU 080MA CE2MEHMAaMy NpOmASOM OCMAHHIX POKI6 3aIUAIOMbCs  mMoeapu O
odinosoocmea i moeapu 0ns oceimu. IIposedeno moolenrosanus OizHec-npoyecie mopeigenbHoi
MepedxCci Ma2a3uHie KaHyeuapcoKux moegapis, nobyoosawo odiacpamu IDEF(0, DFD, IDEF3 i3
suxopucmanuam memooonoeii IDEF ona  eapiaumy «AS-1S». 3pobneno e6ucnoeok, wo
Ppeindicunipunzy nompedyioms  Oi3Hec-npoyecu ONmMogoi Mopeieni, No8’sA3aHi 3  OYIHKOW
NOCMAYANbHUKIB, WO HA MenepiuHtitl 4ac 00YMOo8II0EMbC CY0'€EKMUBHUM CYOIHCEHHS NPO IXHIO
OisnbHOCmi Oupekmopa mazasuty. [Ipoananizoeano ocHo8HI kKpumepii 0Jis1 OYIHKU NOCMAYATbHUKIG
Ma2a3uny KanyeiapcbKux moeapis, HageoeHo ixHio Kiacughikayito. Busnayeno ocnoeni kpumepii
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8UOOPY NOCMAYANbHUKIB, MAKI K HAOIUHICMb NOCMABOK, YIHY mM0o6apy, cepeoHill uac 8UKOHAHHSL
3amo81eHHA | inancose nonodxcents. Bussneno, wo nailbinbu nepcnekmusHumM mMemooom OYiHKu
NOCMAYANIbHUKIE € Memoo eKcnepmHux oyiHok. HasedeHo Mmemoouxky KoMnieKcHoi OyiHKU
NOCMA4anbHUKI8, 8 OCHOBY AKOI NOKIAO0eHA MAMPUUHA peani3ayisi Memooy eKCnepmuux OYiHoK, a
MAKONC AN2OPUMM  PO3PAXYHKY HNOKAZHUKA HAOIIHOCMI NOCMABOK O00HO20 NOCMAYANbHUKA.
3anpononosano 3axo0u 3 PeiHICUHIPUHZSY MOOeN08aAHHs DI3HeC-Npoyecié mopeieeibHoi Mepexci
MA2A3UHI8 KAHYEIaPCbKUX MOB8API8 HA OCHOBI HagedeHoi mamemamuunoi moodeni. Ilodydosarno
oiaepamu IDEF3 3a memooonocieto IDEF onsa eapianmy « TO-BE», 6uKoHano nopieHaibHull aHaniz
BUXIOHUX Oiazpam ma oiazpam Ricasi PeiHAHCUHIPpUHZY. 3poONeHO BUCHOBOK NP0 NepPCHneKmueu
NPOBEOEHHSl PEIHIICUHIDUHRY THWUX OI3HeC-npoyecié onmoeoi mopeieni sIK makoi, wo 3abe3neuye
OCHOBHUU NPUOYMOK MA2A3UHY KAHYENAPCHKUX MOBADIS.

Knwuoei cnoea: mooenosanns 6isHec-npoyecis, Mazasun KAHYEIAPCbKUX MO8aApis, Kpumepii
OYIHKU NOCMA4aNbHUKIG, HAOIHICMb NOCMABOK, ONMOBA MOP2i6Ns, MemoO eKCHePMHUX OYIHOK,
peindxcunipune oiznec-npoyecie, memooonoeisa IDEF, diacpamu DEF0, DFD, IDEF3

ITocTanoBka npodJjemu. Ha cboroiHimHii JeHb OIHUM 3 OCHOBHHUX CIIOXKHMBAuiB HA PUHKY
KaHIEJISAPCHKUX TOBApiB € KOPIOPATUBHUI CETMEHT, TOOTO TOBapW JUIA JIJIOBOJICTBA, MPU LBOMY
JAHUH CEKTOp XapaKTepPU3YETbCS BIIHOCHOK CTAOUIbHICTIO. [HIIMM CErMeHTOM € ToBapu Jis
OCBITH, JI¢ CHUTYyallisl 3aJeXKHUTh BiJl KUIBKOCTI YYHIB 1 KYIBEJIbHOI CIPOMOYKHOCTI HaceleHHs. Y
3B’SI3KY 31 CKJIAQJIHOIO JeMOorpadiuHO0 CUTyali€l0 B YKpaiHi Ta MOPIYHUM 3HMKEHHSIM KUTBKOCTI
MEPUIOKIACHUKIB MPHUOYTKOBICTH TAHOTO CEKTOPY IMOCTIHHO 3HIKYETHCS.

Heo0xigHO BpaxoByBaTH, L0 PUHOK KaHLEISAPCHKUX TOBapi XapaKTE€PU3YEThCS BHUCOKOIO
KOHKYPEHIII€I0 MK HOTO TpeACTaBHUKAMH, TOMY JUIsl YTPUMaHHS CBOIX IMO3UII HEOOXiIHO HE
TITbKA BU3HAYUTH KOHKYPEHTHI MpeBaru, a il MOCTIHHO LIYKaTH HOBI HAIPSIMKH, SIK1 JOIIOMOTIIH 0O
HiATPUMYBATH MTPOAAXKI HA OTHOMY piBHI. TOMY aKTyallbHOIO 3a/1a4€I0 € MMPOBEACHHS MOJICITIOBAHHS
Ta PeIHKUHIPUHTY Oi3HEC-TIPOLIECiB Mara3uHy KaHIIEISIPCbKUX TOBapiB.

AHani3 octaHHix gociaimxens i myOaikauid. Ha TenmepimHiil yac KinbKicTh KpUTepiiB, 3a
SKUMH MOXHA OIIIHUTU TOCTavyadbHUKa, HaOmmkeHa 1o 60 [1, 2], Xxoya Ha MPaKTUIl OJHOYACHO
3aCTOCOBYIOTh Ha Oaratro MmeHie. Hanpukian, y po6oti [3] BuaineHo 20 kputepiiB, siki po30UTO Ha
5 rpymn, mpu LIbOMY BHM3HAYEHO KOE(QIIIEHT BIUIMBY KOXXHOI TpyHmH Ha MiJICYMKOBY OILIIHKY
nocrayaibHUKa. ABTOpaMH [4] 3ampornoOHOBaHO MOJAUIUTH YC1 KpUTEpli HA TpU IPYNH: TEXHIUHY
(BUpOOHMYA  MOTY)XHICTh  IOCTaYaJIbHUKA, MPOTPECHBHICTh  TEXHOJIOTi,  BIAMOBIIHICTD
3arallbHONPUMHATUM  CTaHJapTaM, HasBHICTh  J€QEeKTIB B  MPOAYKIi, pPO3BUHEHICTh
1HGPaCTPYKTYpH), OpraHizaliiiHo-eKOHOMIUHY (JIOCTYIHICTh MPOAYKIIil, YMOBHU JOCTaBKH 1 TEPMIHU
MOCTaBKM TPOIYKIli, YMOBU ii oriaTé, (iHAHCOBE CTAHOBHWINE IMOCTAYaIbHUKA, OpraHizaliiiHa
CTPYKTYypa) Ta MCUXOJIOTIUHY (TPY0B1 BITHOCUHH, PIBEHb KOMIIETEHTHOCTI, JOrOBIpHA AUCLUILIIHA,
piBeHb B3aeMoJii). B skocTi KpuTepiiB, 3riAHO 3 JKEpEIoM [S5], TOIUIBHO BUKOPUCTOBYBATH TaKi
MOKa3HUKH, fK: SKICTb MPOAYKIIi, CBOEYACHICTb JOCTaBKH, IiHA, OOCIYrOBYBaHHS, HOBTOPHI
MIPOIO3ULIT 3 pO3pOOKH MPOIYKIIIT Ta 3HUKEHHS I[1HU, TEXHIYHA Ta BUPOOHNYA MOTY>KHICTh, OI[IHKA
IUCTPUO'TOTOPCHKUX MOXIIMBOCTEH, OIiHKA (PIHAHCIB 1 YIpaBIiHHS TOLIO.

Cepen MeTOJIB OI[IHKM MOCTAa4aJIbHUKIB HAMOLIbII YacTO BUKOPUCTOBYIOTH HACTYIIHI [6]:
METOJI PEUTHMHTOBUX OIIHOK, METOJl OIlIHKM BHUTpaT ab0 METOJ MiCii; MeTOX JOMIHYHUUX
XapaKTePUCTHK, METO]] KaTeTOpii rmepeBar.

KpiMm Toro, mis omiHkM e(eKTHBHOCTI Ta HAAIHHOCTI TOCTA4albHUKIB 33aCTOCOBYIOTH
MOJIeNIIOBaHHs Oi3Hec-TiporieciB y Takux Hotamisx, sk eEPC (ARIS) [6], BPMN, a Takox IDEFO,
IDEF3 ta DFD metonosnorii IDEF.

Mera pociigkeHHs. MeToio poOOTH € MOJAENIOBAHHS Ta PEIHKUHIPUHT Oi3HEC-TIPOLIECIB
MarasuHy KaHLEIAPCHKUX TOBAPIB 13 BUKOPUCTAHHSIM METOJY €KCIEPTHUX OILIHOK, aJrOpUTMY
BH3HAYEHHS HAJIHHOCTI MOCTaYaIbHUKIB Ta METO10JIOT11 moOymoBH Oi3Hec-miporieciB IDEF.
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OcHoBHMIiT MaTepian jgociaimxkeHHs. YBech Oi3Hec-tiponiec «PobGota wmarasuny
KaHIEJISAPCHKUX TOBApiB» MOXKHAa YMOBHO pO30WMTH Ha TpW miampouecu: 1) po3apiOHa TOPriBiis;
2) onToBa TOPTiBiIsA; 3) BAKOHAHHS 3aMOBJIEHb Ta I1HIIKX MOCIyr. OCKIJIBKH ONTOBA TOPTIBIS €
OCHOBHUM JKEPENIOM MPUOYTKY KAHIEISAPChKUX Mara3uHiB, HEOOXITHO MOKIAJHINIEC PO3TISHYTH
miarpamy JekoMno3uiii 6izHec-mpouecy «Onrosa Toprisis» B HoTauii IDEFO (puc. 1).

Buninumo HacTynmHi mignpomecu Oi3Hec-mporiecy  «OnrToBa TOpriBis»: 1) oOmik 1
MoCTa4yaHHS TOBapiB Ha CKJani; 2) poboTa 3 KiieHTamu; 3) mepeBipka i BUKOHAHHS 3aMOBJICHHS,
4) Buaya onToBOI 3aKYIIKH; 5) OTpUMaHHs oruiate (puc. 1).
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Pucynok 1 — liarpama IDEFO «OnToBa Toprisisi»

VY nmani po0OoTi po3risiHeMo mianporec «OO0TiK 1 mocTadyaHHs TOBAPIB HA CKJIa/1», OCKIIBKH 3
HBOT'O TOYMHAETHCSI BECH JIAHI[FOKOK MIAMPOLECIB ONTOBOI TOPTiBIIL.

Hiarpama nexommo3sutlii mporecy «OO0iK 1 MOCTa4aHHS TOBapiB Ha CKJIAJ1» CKJIAJAE€THCS 3
YOTHPHOX MiIpoIeciB (puc. 2):

— pIlIEHHS PO 3aKyHIBIK TOBapy — HPUMMAETHCA HAYAJbHUKOM BIJUTY ONTOBO-
PO3/IpiOHUX 3aKyMiBesb Pa3oM 3 TOBApO3HABIIEM Ha OCHOBI aHaJi3y aCOPTUMEHTY TOBapy;

— aHaJli3 MOCTa4YaJbHUKIB — HAYAJIbHUKOM BIJIUTY ONTOBO-PO3/APIOHMX 3aKYIiBENb BU3HAUAE
CIMCOK MOCTaYaJIbHUKIB, SIK1 BIANOBIAaI0Th HEBHUM KPHUTEPIsIM;

—3aKymiBiasl TOBapiB — O(QOPMIISETHCS 3aMOBIIEHHS TOBapiB Yy OOpaHHUX paHilIe
NOCTayvyalbHUKIB,

— oflep>)KaHHSI TOBapy Ha CKJaJai — ONTOBI MOKYMII 3a0MpaioTh TOBap Oe3rmocepenHbo 3i
CKJIaJly, 11O JT03BOJISIE 3MEHIIUTH BUTPATU HAa OPEHAY TOPTrOBHX MalJaHUMKIB 1 TPAHCHOPTYBAHHS
TOBapy B MicIIs 30yTy.

Ha mincraBi mpuiHATOrO pIlIEHHS MPO 3aKyIIBI KOHKPETHOTO TOBapy 3 MOTPIOHUMH
XapaKTepUCTHUKAaMU 1 B HEOOXiJHIA KUIBKOCTI (OPMY€EThCS 3alMT, SKUH HAIpPaBIIsSE€ThCS
nocravyajibHUKaM, HasiBHUM B 0a3i AaHuX. Y BIANOBiAb 3alliKaBlieHI B MPOIMO3UII] MOCTaYaIbHUKI
BIJITPABJIAIOTH JI0 BIAJUTY ONTOBO-PO3/ApIOHOI TOPriBii cBOi mpaicu. HauanbHUK BiAALTY aHali3ye
OTpUMaHy iH(pOpMaIlil0 MPO 3alPONOHOBAHI 3aKYMiBEJBHUX IIHAX, a TAKOX IHIIY JOCTYIHY
iH(opMmaIlifo Tpo TMOCTaYadbHUKIB, TICISI YOTr0 BH3HA4Ya€e OJHOTO abo0 JEKUIBKOX OOpaHuX
MOCTavyaIbHUKIB, 3aHOCSIYH 1X B OKPEMUI MEpeiK.
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Pucynok 2 — liarpama IDEF0 «O0utiK 1 mocTavyaHHs TOBapiB HA CKIIAIi»

Ha puc. 3 HaBeneHo niarpamy JeKOMIIO3HIIIT MPOIIeCy «AHaI3 TOCTaYaIbHUKIBY.
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Pucynox 3 — [diarpama IDEF0O «Anani3 mocta4aqbHUKIBY

OcHoBHOI0O TNpoOJEMOI0 Ha JaHOMY €Tall € OLIHKa IOocCTadyajibHUKa, a caMe KpuTepii 1
3arajibHa METOJMKA MPOBEJCHHS BUOOPY ONTUMAILHOTO MOCTavyaIbHUKA.

I3 nmiarpamu IDEF3 «Ouinka nocravanbHuKay (puc. 4) BUIUIMBA€E, 10 BHOIp MOTPiOHUX
MOCTa4yaJIbHUKIB B OCHOBHOMY 0a3yeThCsl Ha iXHIM 1IHOBOI IMOJITHIN, a TaKOXX Ha Cy0'€KTHUBHIN
JyMIIi 0COOH, 110 TIPHIIMAE PIIIEHHS.

Takuil miaxig MO)KHA BU3HATH HE B MOBHIM Mipi OOIPYHTOBaHMM, TaK SIK BIJICYTHS YiTKa
METOJIMKA 1 BU3HAUEH1 KPUTEPIi OLIIHKU MOCTAa4aJIbHUKIB.

17



Hayka Ta BUpOGHMIITBO

2020 p. Bum. 22
Ingpopmauinini mexnonocii

Posrasnemo neranpHime Oi3Hec-mporiec «OIiHKa MocTadaJbHUKa». PEIHKUHIPUHT JaHOTO
Oi3HEeC-TpoIIeCy MOJIATaE B PO3poOIll HAYKOBO OOIPYHTOBAHOI METOAHMKHU OI[IHKH ITOCTadalbHUKIB,
110 JTO3BOJISIE OTPUMATH KUIBKICHI MOKa3HUKH 1X JTiSIIbHOCTI.

Ominka nmocTavyalbHUKIB Oy/e I'pyHTYBaTHCS Ha IXHbOMY PEHTHHTY, KM CKIIQZA€ThCS Ha
OCHOBI paHillie YKJIAJICHUX JOTOBOPIB.
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Pucynoxk 4 — Jliarpama IDEF3 «Ouinka nocrayanbauka (AS-1S)

[cHYIOTH 1Ba OCHOBHUX KpHUTEpPii BUOOPY MOCTavaIbHHKA:

— SIKICTh 00CITYrOBYBaHHS;

— BapTICTh NpHUI0aHHS NMPOAYKIi a00 MOCIYT.

SIKicTh 0OCITYroBYBaHHS BKJIIOYAE SKICTh MPOAYKIii abo MOcCayrn 1 HaAiiHICTh
oOciyroByBaHHsl. OCTaHHSI OLIIHIOETHCS Y€pe3 BIPOTIIHICTh BiJCYTHOCT1 BIJIMOBU B 3aJI0BOJIEHHI
3as8BKH CIIOKMBAya.

SIKIIO KYIyIOTBCS TIPEIMETH TIpalli, siKi He € 3Ha4YIIMMHU 3 TOYKH 30pYy BUPOOHHYOTO abo
TOProBOro MpoIlecy, TO MpH BHOOpPI iX MOCTayalbHUKA TOJIOBHUM KpHUTEpieEM OyayTh CIYXHUTH
BUTpPATH HA MPUAOAHHS Ta TOCTABKY.

KpimM OCHOBHUX KpPHUTEpiiB iICHYIOTH 1 JOJaTKOBI:

— BiJgajIeHICTh MOCTavYaIbHUKA BlJl CIIOKUBAYa;

— TepMiHM BUKOHAHHS IOTOYHMX 1 EKCTPEHUX 3aMOBJICHb;

— Oprai3alis yrpasiHHS SIKICTIO IPOAYKIIIi y MOCTa4yaabHUKA;

— 3JIaTHICTh TOCTa4YaJbHUKA 3a0€3MeYUTH TOCTaBKYy 3allaCHUX YaCTHH MPOTSITOM YChOTO
TEPMIHY CIIYKOH MOCTABJICHOTO YCTaTKYBaHHS;

— KPEUTOCIIPOMOXKHICTb 1 (DIHAHCOBE CTAHOBMILE NTOCTaYaIbHUKA TOILO.

Buxondguun 3 HaBeleHHUX BHUIIE KpHUTEpliB BUOOPY IMOCTaYaIbHHKIB, 3alpONOHOBAHO
peimkuHipuHT 6i3Hec-mporiecy «OIiliHKa mocrayaabHUKa» (puc. 5).

Crig 3ayBa)XuTH, 10 KpIM I[iH Ha MpuAOaHi TOBapH 1 BUCHOBKIB KEpIBHHUKA PO HAAIHHICTh
MoCTavyalbHUKIB OYJIO J0AaHO iHIII KpuTepii (cepenHiii 4ac BUKOHAHHS 3aMOBJICHHS, MOKa3HUK
(hiHAHCOBOTO CTAaHOBHINA 1 TOIIO), IO TOKa3zaHO Ha puc. 5. Kpim Toro, cy0'ekTMBHa aymKa
KepiBHMKA MpO HAAIWHICTh IOCTadaJbHUKA 3aMiHEHO Ha HAyKOBO OOIPYHTOBaHY METOJIUKY
PO3paxyHKy MOKa3HUKa HAJIIHHOCTI 3aKymiBedb. TakoX MICIs PEeIHKUHIPUHTY Oi3Hec-mpolecy
MiJICYMKOBa OIlIHKa (OPMYETHCS Ha OCHOBI EKCIEPTHOI OIIIHKM 32 JONOMOIOI0 MaTpUYHOTO
METOJ1y, SIKHI BpaxoBYye BCl BUOpaH1 KpUTepIi.
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['onoBHUM KpuTepieM mpu BUOOpI MOCTavajbHUKA € HaJidHICTh MocTadaHHs. Ha pwuc. 6

HaBezieHo miarpamy IDEF3 «BusHaueHHS HaAilHOCTI MOCTaBOK», SIKa € JEKOMITO3HIIIEI0 JiarpaMu
«OniHKa IIocTa4aIbHUKA).
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Pucynok 6 — Jliarpama IDEF3 «Busnauenns naziiitnocti mocraBok» (TO-BE)

BWaHayeHHA HagIMHOCTI NOCTABOK NUMBER:

Po3risHeMo moKpoOKOBHIl ONUC aNTOPUTMY BU3HAYEHHS HAJIIHHOCTI ITOCTABOK.

Kpok 1. 3ictaBieHHs 11aHOBOT 1 (PAKTUYHOT 1aTH MOCTABKH.

Kpok 2. BusHaueHHs "acy 3ami3HEHHS tsyy.

Kpok 3. 3icraBieHHs 1aHOBOTO 1 (PAKTUYHOTO 0OCATIB MOCTABKH.

Kpox 4. Pozpaxynok o6csary HemomoctaBku Hpomykmii: AQ = Qgpaer — Quuan, 1€ Qgaxr —
bakTHuHUi 06cAT MOCTaBKU; Qppan — TIIAHOBUI 0OCAT MOCTABKH.
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Kpok 5. Po3paxyHOK yMOBHOTO 3ami3HEHHS B pasl HEAOINOCTaBKHU: ta,; = AQ/q, ne q-—
Cepe/Hi JICHHI BUTPATH.

Kpoxk 6. Po3paxyHok 3araiabHOT BETMYMHHM 3aI3HEHD: Tsan = tan + Usan.

Kpok 7. BusHaueHHS KiJIbKOCTI BUMA/IKIB BIIMOBH 1.

Kpoxk 8. Po3paxyHok 3aranbHOi BeNMWYUHH BIAMOB: Tyigy = (T — Tay)/n, me T —3arampHe
YHUCJIO JHIB B MEPIOJi.

Kpoxk 9. Po3zpaxyHok iHTEHCUBHOCTI BigIMOB: p = 1/T yiny.

Kpoxk 10. Po3paxynok koedimienTa HamiiHoCcTI mocTaBoK: Ky = (T — Taan)/T.

Kpok 11. BucHoBkH mpo HafmiiHICTh mocTaBoK. Unm Buine koedimieHT Ky, THM HagiitHim
MIOCTaBKHU.

[Tpu omiHIl AEKUIBKOX MOCTAYabHUKIB JOIIBHO BUKOPHCTOBYBATH METOJIU EKCIIEPTHHX
omiHOK. OJTHUM 3 METOJIIB €KCIIEPTHUX OI[IHOK € MAaTPHUYHUI METOJ, B PaMKax SIKOTO JUIS OI[IHKH
NocTavyajlbHUKa BUOMPAETHCS KiIbKAa KPUTEPIiiB, HANPHUKIAA, HAIIAHICTh TOCTaBOK, Yac Ha
BUKOHAHHS 3aMOBJICHHS, I[iHA ToBapy, (iHaHcoBe cTaHoBuIE. Jlami KOXHHM KpUTEpieM
MIPUCBOIOETHCS CTYIIHb HMOTO 3HAYymocTi ais mianpueMcTBa. Cyma IOKa3HUKIB 3HAYYMIOCTI
MOBHHHA JIOPIBHIOBATH OJMUHHMIIL. [licisl OO KOXKEH MOCTAaYalbHUK OILIHIOETHCS CKCIIEpTaMU 3a
OOpaHMMH KPHUTEPisSIMHU, IPH IIbOMY KOXKHIM BIACTHBOCTI MPHCBOIOIOTHCS Oanmu Bix 1 mo 10. Jlami
OyayeThbcst Tabnuus (MaTpHLIs), B SIKI 3a3HAYAIOTHCS OL[IHEH1 3HAYEHHSI 1 PO3PaXOBYETHCSI PEUTHUHT
MocTavyalbHUKA K CyMa JOOYTKIB 00paHOTO KPUTEPi0 Ha HOTO 3HAYHMICTh.

Cnig 3a3HAaYUTH, IO NPU BHUCTABJICHHI OLIHKK 3a KpuTepieM «HamiliHICTh MOCTaBOK»
JOLTBHO BUKOPHUCTOBYBATH KOE(IMIEHT HAMIMHOCTI MOCTaBOK Ky, METOIUKY PO3pPaxyHKY SIKOTO
HaBEJICHO BUIIIC.

[lepcneKTHBHIM HampsMKOM MOJAJIBIIOrO MPOBEICHHS PEeIHXKUHIPHHTY Oi3HEC-TpoleciB
MarasuHy KaHIEISIPChKUX TOBapiB € YJIOCKOHAJCHHs Oi3Hec-mpoliecy «Bumaaya onToBoi 3aKymKu,
y paMKax 4oro IUIAaHYETHCS 3alPOIIOHYBATH P 3aXOIB, 10 JIO3BOJISIIOTH CKOPOTUTH CEpEeIHIN Yac
00CITyroByBaHHS KIIEHTIB B «TOJUHY K.

BUCHOBKHA

VY pesynbraTi aHaiizy poOOTHM Mara3uHy KaHLEISIPChKUX TOBAapiB YCTAHOBIEHO, IO
HalMeHIII MPOyMaHUM 1 OOIPYHTOBAaHUM € Tifnporec «OIiHKa MocTayalbHUKIBY, 1110 TOB'SI3aHO 13
BCTaHOBJIEHHSAM CYO'€KTMBHMX OLIHKM IXHBOI JISUIBHOCTI KEpIBHUKOM. 3pOOJEHO BHUCHOBOK IPO
JOIUTHHICTB TIPOBEICHHS 3aX0/I1B 11010 PEIHXKUHIPUHTY TaHOTO Oi3HEC-TIPOIIeCy.

Y pamkax peamizamii 3axoJiB IIOAO pPEIHXKUHIpUHTY Oi3Hec-mporecy «OliHKa
MOCTAa4YaJIbHUKIBY PO3PO0JICHa KOMIUIEKCHA METOIUKA OIIHKU JEKUTBKOX MOCTa4YaIbHUKIB, B OCHOBY
SKOi MOKJIaJIeHa MaTpUyHa peastizallis METOAY €KCHepTHHUX OLIHOK. B SKOCTI OCHOBHHX KpHUTEpIiB
o0paHO HaJIINMHICTh NOCTAaBOK, IL[IHY TOBAapy, CEpPE/IHIM Yac BUKOHAHHS 3aMOBJIEHHS 1 (iHaHCOBE
nojiokeHHs. HaBeneHo aiaropuT™M po3paxyHKy MOKa3HUKAa HAAIMHOCTI TOCTaBOK OJHOTO
nocrayanbHuka. [lodynosano niarpamu IDEFO, DFD, IDEF3 nns BapiantiB «AS-IS» ta «TO-BE».
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bananaena E. 10., Caenko E. A.

MOJAEJHNPOBAHUME U PEUH)KUHUPUHI' BUSHEC-ITPOHECCOB MAT'ASUHA
KAHHEJAPCKHUX TOBAPOB HA OCHOBE METOJIA 3KCIIEPTHBIX OHEHOK U
AJITOPUTMA ONPEJAEJEHUA HAAEKHOCTHU ITIOCTABIIUKOB

B pabome paccmompena cecmenmayus pelHKa KAHYEIAPCKUX MOBAPO8, NPOAHAIUZUPOBAHbL
Cnpoc, OCHOBHblIe MEHOeHYUU, NePCneKmuesl paseumus u umerowuecs npobremvl. Yemanoeneno,
MO OCHOBHLIMU OBYMS CecMeHmamu 6 medenue HNOCIeOHUX Jem OCmaromcs mosapsvl O
denonpouzeoocmea u mosapvi 0isi obpazosanus. Ilposedeno mooenuposanue OU3Hec-npoyeccos
Mop2oBoll cemu Ma2a3uH08 KAHYeIAPCKUX mosapos, nocmpoenvl ouacpammol IDEF(0, DFD, IDEF3
¢ ucnonvzosanuem memooonocuu IDEF oOnsn eapuanma «AS-1S». Coenam 6v1600, umo 8
PEUHICUHUPUHZE HYHCOAIOMCS  OUSHEC-NpoYeccsl ONMmoGOL MOP206Il, CEA3aHHblEe C OYEHKOL
NOCMABWUKO8, KOMOpAs 6 Hacmoswee epems Onpeoensemcs cyObeKmusHbIM CYHCOeHUus 00 ux
OdesimenvHocmu  Oupekmopa mazazuna. Ilpoananuzuposanvl ocHOGHble Kpumepuu OJisl OYeHKU
NOCMABUWUKO8 MA2A3UHA KAHYENAPCKUX MOo6apos, npueedena ux kiaccughuxayus. OnpeodeneHvl
OCHOBHble Kpumepuu 8blO0pa NOCMAaswjuKko8, maxue Kax HAOeNCHOCMb NOCMABOK, YeHa mosapa,
cpeoHee 6pemsi GbINOIHEHUs 3aKaza U ¢uHancoeoe nonodxcenue. Bwisgneno, umo Hauboee
NePCReKmMUBHbIM  MemoOOM OYEHKU HNOCMABWUKO8 ABIAeMCs Memoo IKCHEPMHbIX OYEHOK.
Ilpusedena memoouxa KOMNIEKCHOU OYEHKU NOCMABWUKOS, 6 OCHOB8Y KOMOPOU NOJLOMCEHA
MAMPUYHAs pearu3ayus Memooa 3KCHePMHbIX OYEeHOK, a MAaKdice aleopumm paciema noxkazames
HAOeNCHOCMU NOCMABOK 00H020 nocmaswuxa. Ilpednoscenvt meponpuamusi N0 peUHICUHUPUHRY
MOOenUpoB8aHus OU3HeC-NPOYeccos Mop2o8oll cemu MazasuHo08 KaHYeIapCKux moeapos Ha OCHO8e
npusedeHHou mamemamuyeckou mooenu. [locmpoenwvt ouacpammol IDEF3 no memooonocuu IDEF
ons eapuanma «TO-BEy, evinonnwen cpagnumenvhvlli AHAIU3 UCXOOHBIX OUASPAMM U OUASPAMM
nocne peundicunupunea. Coenan 6bl600 0 NEPCHEeKMUBAX NPOBEOEHUs. PEUHHCUHUPUHRA OpPYIUX
OusHec-npoyeccos OnmMosoll Mop2osiu Kak maxou, umo obecnedusaem oCHOBHOU 00X00 Ma2a3uHa
KaHYensApCKUX moseapoa.

Knrouesvie cnosa: mooenupoganue Ou3Hec-npoyeccos, MazasuH KAHYeIAPCKUX mosapos,
Kpumepuu OYeHKU NOCMABUUKO8, HAOEHCHOCMb NOCMABOK, ONMOo8As mMop2o6is, Memoo

IKCNEPMHBIX OYEHOK, PEUHICUHUPUHE OusHec-npoyeccos, memooonocus IDEF, ouacpammer DEFO),
DFD, IDEF3.
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Balalayeva E. Yu., Sayenko E. A.

MODELING AND RE-ENGINEERING OF BUSINESS PROCESSES OF
STATIONERY STORE BASED ON EXPERT METHODS AND SUPPLIER
DETERMINATION ALGORITHM

The segmentation of the stationery market, analyzes the demand, the main trends, the
prospects for development and the existing problems are considered in the work. It has been
established that the main two segments over the past years are office supplies and education
products. Modeling of business processes of the office supply store network was carried out,
IDEFO, DFD, IDEF3 diagrams were constructed using the IDEF methodology for the AS-IS
variant. The conclusion is that re-engineering requires wholesale business processes related to the
evaluation of suppliers, which is currently determined by subjective judgments about their activities
of the store director. The main criteria for evaluation of office supply store suppliers are analyzed
and their classification is given. The main criteria for selecting suppliers, such as security of
supply, price of goods, average lead time and financial position, are determined. It is revealed that
the most promising method of supplier evaluation is the method of expert evaluation. The
methodology of complex supplier evaluation, based on the matrix implementation of the method of
expert assessments, as well as the algorithm for calculating the reliability of one supplier's supply,
is presented. Measures to reengineer the modeling of business processes of the office supply stores’
shopping network based on the mathematical model are proposed. IDEF3 diagrams were
constructed using the IDEF methodology for the TO-BE variant, and a comparative analysis of the
original and post-reengineering diagrams was performed. The conclusion is made about the
prospects of re-engineering other wholesale business processes as such, which provides the main
revenue for the stationery store.

Keywords: business process modeling, office supply store, vendor evaluation criteria,
security of supply, wholesale, peer review method, business process re-engineering, IDEF
methodology, DEFO, DFD, IDEF3 diagrams
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PO3POBKA ITPOI'PAMHOI'O 3ABE3ITIEYEHHS 1JI51 AHAJII3Y MEXAHIYHUX
BJIACTHUBOCTEN TOBCTOJUCTOBOI'O ITPOKATY I3 BUKOPUCTAHHSIM
TEXHOJIOI'II BIG DATA

Iiosuwenna egexmuenocmi pobomu MemanypeitlHux niONPUEMCME 3 MOYKU 30Dy
3a6e3neyeHts 8UMO2 CHONCUBAYIE OO0 NOKASHUKIE (DI3UKO-MEXAHIUHUX 81ACMUBOCEN CMAIe8020
NPoKamy ma 3HUMHCEHHs. MemaioMiCmMKOCmi KOHCMPYKYitl, AKi 3 Hb020 OMPUMYIOMb, € HA OAHUL YAcC
AKmMyanbHol0 HAYKOBO-MEXHIYHO0 3adauero. Bupiwenns ii 6 ymosax npoxkamHoz20 6upoOHuymea
VKPAIHCbKUX NIONPUEMCINGE MOJICIUBE 3a PAXYHOK 0OpOOKU MaA AHANIZY eKCNePUMEHMATbHUX OAHUX
3G MEeXHONOIYHUMU PedCUMaMu NpoKamKu i3 euxopucmauuam mexuono2ii Big Data, wo
003601UMb NOKPAWUMU AKICb 20M080I MemanonpooyKyii ma ii KOHKYPEeHmMOCNPOMONCHICMb HA
PpuHKy. Buznaueno, wo ocHosnoro npobremoio npu pooomi 3 OMPUMAHUMU SETUKUMU OAHUMU €
giocymuicms €0uHoi 3ameepodiceHoi gopmu maobnuyi 6 MS Excel ona eedenus nooanvuioi
CMAMUCMUKU, A MAKONC PYYHULL pedcum 0OpOoOKU, W0 3HAYHO YCKIAOHIOE NOOANbUIUL AHANI3
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